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The improvement of the latest technology is having a major influence on social behavior and 
human civilizations. This improvement affects people's lives in both positive and negative ways 
depending on how people behave. On the bright side, apart from contributing to the improvement 
of human welfare and progress, no one is limited in their ability to transact and interact between 
themselves by distance. However, on the other hand, the rapid development in the world of 
internet technology has also led to the emergence of new crimes in the cyber field, called 
cybercrime.  

Cybercrime refers to those human activities in cyberspace that make or use computers a target 
for crime, such as illegal access, site destruction, illegal interception, credit card counterfeiting, 
or pornography via the internet. Cyberspace is a complex environment constructed by 
interactions between people, software, and services on the internet, supported by information and 
communication technology devices and network connections spread worldwide. The 
Organization of European Community Development defines computer crime as any illegal, 
unethical, or unauthorized behavior relating to the automatic processing and/or transmission of 
data.  

The cyber security system is much-needed as a protection to maintain and prevent misuse of 
access and use of data in information technology systems without proper authorization. To 
strengthen data security in cyberspace through cybersecurity, an integrated set of laws is needed 
to regulate more deeply the protection against attacks through cyberspace, namely through cyber 
law. As cybercrime is a transnational crime that can traverse international borders, the extent of 
legislation should be enforced internationally. The most frequently targeted cybercrimes include 
hacking (including social media and email passwords), phishing (asking for security information 
and personal details), malicious software (including ransomware), and distributed denial of 
service attacks against websites.  
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Hacking has a long history before it was finally recognized as a cybercrime. The term hacker 
began to be used in the mid-1950s whose existence was associated with electronic hobbyists. 
Currently, the most frequently used definition of hacking is an act of compromising digital 
devices and networks through unauthorized access to an account or computer system. Although 
this act is not always a malicious act, it is most commonly associated with illegal activity and 
data theft by cyber criminals. Hacking is a crime that is difficult to solve because it is often not 
reported by the victims and the location of the perpetrators is often outside the victim's country. 
Examples of cases regarding hacking across borders are SolarWinds and the WannaCry attack. 

The 2020 SolarWinds cyber attack known as the Sunburst attack is one of the well-known 
hacking crimes resulting from a Russian intelligence operation, that entailed a supply chain 
breach involving SolarWinds’ Orion software used by many multinational companies and 
government agencies. SolarWinds is a company based in Tulsa, Oklahoma. For up to 14 months, 
this attack allowed unrestricted access to thousands of organizations, including the US 
government.  

An even wider hacking attack impact happened, called the WannaCry ransomware attack, 
infecting an estimated 150 countries in 2017. This attack propagated throughout networks 
automatically, infected hardware, and encrypted data, and afterward demanded extortion for 
$300 in Bitcoin within three days or $600 within seven days, to decrypt the data. Although the 
attack's occurrence has been evaluated, North Korea is broadly believed to be responsible. These 
attacks are just a few of the many cases that have occurred across borders. Therefore, cross-
border enforcement has become a significant challenge for law enforcement as cybercrime’s 
landscape has enlarged. 

These cases demonstrate that determining the court jurisdiction as well as identifying the 
perpetrator are difficult aspects of addressing these crimes. International law places restrictions 
on how governments can exercise their jurisdiction over disputes affecting the interests of other 
countries. Hacking conducted outside the borders of the afflicted nation is notoriously difficult to 
prosecute in cybercrime. This is since the state's basis for its power is no longer seen as being 
derived from the nation's borders or the nation's authority over crimes committed elsewhere. 
Furthermore, it is also challenging and time-consuming to identify the perpetrator of a cyber 
attack, whether it is a state or state-sponsored actor or individual(s) or is it actors beyond the 
international law range. 

According to UNCTAD, by 2021, about 80% of countries have enacted cybercrime legislation, 
equivalent to 156 countries. Countries in Europe hold the highest adoption rate, compared to 
Africa. Furthermore, data protection and privacy legislation also have been put into effect by 
71% of countries which equals 137 out of 194 countries. Besides these national laws, there is 
also a treaty concerning cyberspace which is called the Convention on Cybercrime (Budapest 
Convention).  

https://www.fortinet.com/resources/cyberglossary/what-is-hacking
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Budapest Convention is an international treaty that provides States with tools for the 
criminalization of computer attacks, procedural law to investigate cybercrime, and cooperation 
between state parties to resolve cross-border cases. Moreover, in deciding the jurisdiction to 
prosecute offenders in international crimes, there are four different types of jurisdictions 
recognized by international law: territorial, national, protective, and universal. In terms of 
territorial jurisdiction, each country carries out the application against assets, objects, and people 
that occur within its territory.  

There is an extension of the principle of territorial jurisdiction in circumstances when one or 
more of the act's components happened outside the state's borders, the state may nonetheless act 
to exercise its jurisdiction. According to Susan Brenner and Bert-Jaap Koop, the factors that can 
be used as jurisdictional claims are: a) Territorial claim (location of acts, location of computers, 
location of person, location of effect, location of anything); b) Personality claim (nationality of 
perpetrator, nationality of the victim); c) Protective claims; d) Universality claims. These 
principles can be used as a justification for the use of jurisdiction outside the country's borders, 
especially in hacking. However, besides these national and international regulations, as well as 
customary laws, there are still weaknesses in handling hacking across borders. 

There are some other countries that haven’t adopted cybercrime or data protection and privacy 
legislation, have created draft legislation, and are in the process of enforcing the legislation. 
These differences in national legal systems address the lack of integrated international 
cyberspace law. Other than that, the Budapest Convention is the only treaty regarding 
cyberspace. However, this convention is lacking updated varieties of cybercrime including the 
description of each kind of cybercrime and its elements. These details will assist in unraveling 
cybercrime cases. It also requires a more comprehensive and binding dispute settlement 
mechanism, as to what extent evidence is admissible.  

Parties to the Budapest Convention may have benefits in any investigations or proceedings 
concerning criminal offenses related to computer systems and data, or for the collection of 
evidence in electronic form of a criminal offense through the 24/7 network feature. 
Unfortunately, not every country in the world is a state party to the concerning convention. 
Furthermore, the theories in defining the jurisdiction over cross-border cybercrime are opaque 
and non-consensual, unlike how a convention or other regulation is. These theories will not be 
applicable either, if the country concerned does not possess cybercrime legislation of its own. 

Despite these national and international regulations as well as customary laws, to provide clarity 
and effective dispute resolution, in this circumstance, comprehensive arrangements are required 
to address the dispute resolution mechanism against cybercrime that may occur across 
international borders. Ensuring that international cyber law maintains its pace with the changes 
occurring in the world is one of the main challenges in the international legal framework.  

https://www.coe.int/en/web/cybercrime/the-budapest-convention?ref=hackernoon.com


Cyber security law must remain acknowledged and relevant to the challenges of modern 
conflicts, in order to play its crucial role in ensuring certainty, peace, and stability in the 
international order. Therefore, it is very important to regulate cyber security in preventing and 
following up on the existence of cybercrime in a world without borders, and an important 
instrument to regulate through international law.


